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Detailed Action 

Status of Claims: 

Claims 1-3 are pending in this Office Action. 
Claim 1 is amended. 

Response to Arguments 

Applicant's arguments filed in the amendment filed 9/6/07, have been considered but are 
moot in view of new grounds of rejection. The reasons are set forth below. 

Applicant's invention as claimed : 

Claim Rejections - 35 USC §103 
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

Claims 1-3 are rejected under 35 U.S.C. 103(a) as being unpatentable by U.S. Patent 
No. 6,888,837 by Cunningham et al (Applicants IDS) in view of U.S. Patent No, 7,016,980 
by Mayer et al. 

Regarding claim 1, the Cunningham reference teaches a communication data relay system for 
relaying between two or more domains each configured by one or more networks, a relay source 
domain having routing information to a relay destination domain (Cunningham: col. 3, lines 47- 
56), comprising: 

two or more interface modules for accessing said networks (Cunningham: col. 10, lines 
56-65; Fig. 11); 
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a domain definition module for defining a domain configured by said one or more 
networks, said domain definition module storing an interface identifier for identifying an 
interface module and a domain identifier for identifying said domain corresponding to said 
interface module identified by said interface identifier (Cunningham: col. 5, lines 42-61; Figures 
2a-2c); 

an inter-domain communication definition module for defining connectibility between 
said two or more domains defined by said domain definition module, said connectibility based 
on a combination of the following parameters: a source/destination domain identifier, an inter- 
domain communicability field, and a translation rule (Cunningham: col. 7, lines 20- col. 8, line 
26; Fig. 2d); 

a routing information storage module for storing domain routing information 
corresponding to each of said tow or more domains defined by said domain definition module 
(Cunningham: Figs 2a-2c), said domain routing information including a destination network 
address to which a packet is sent, a next-hop gateway address to which said packet is relayed, an 
output interface identifier for identifying the interface module to which said packet is output, and 
said domain identifier defined in said domain definition module for identifying the 
correspondence between said domain routing information and each of said two or more domains 
defined by said domain definition module (Cunningham: col. 5, lines 62- col. 6, line 15; Fig. 2d); 

a relay control unit for controlling relay of the communication data, wherein said relay 
control unit controlling the relay of the communication data with reference to said domain 
routing information corresponding to the domain concerned in the case of a relay within said 
same domain (Cunningham: col. 5, lines 59-61 ; Fig. 2d, tag 238; route to same domain), 

The Cunningham reference fails to teach judging whether communication is permitted. 

However, the Mayer reference teaches: 

and said relay control unit judging whether communication between the domains is 
permitted or not for the relay on the basis of said inter-domain communicability field which is 
held in said inter-domain communication definition module and defined for each combination of 
source domain identifier and destination domain identifier (Mayer: col. 5, lines 17-38), in the 
case of a relay between the domains different from each other so as to relay the commu nication 
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data between the domains different from each other if communication is judged to be permitted 
(Mayer: col. 1, lines 22-43; col. 5, lines 17-38) 

wherein, when communication is judged to be permitted, the relay control unit translates 
address information included in the communication data on the basis of said translation rule 
which is held in said inter-domain communication definition module and defined for each 
combination of source domain identifier and destination identifier, registers, in an address 
translation table, mapping information indicating a mapping of said address information before 
being translated to said address information after being translated, and relays the communication 
data between the domains different from each other on the basis of said mapping information 
registered in said address translation table (Mayer: col. 1, lines 22-43; col. 3, lines 50-65; col. 5, 
lines 20-38) in order to implement security and cost effective measures of packet filtering 
(Mayer: col. 2, lines 51-67). 

It would have been obvious at the time of the invention to one of ordinary skill in the art 
to create the method of domain communication as taught by Cunningham to include access 
control as taught by Mayer in order to implement security and cost effective measures of packet 
filtering (Mayer: col. 2, lines 51-67). 

Regarding claim 2, a communication data relay system according to claim 1, further comprising 
a destination address search module for the relay destination domain, 

wherein if the relay source domain does not have routing information to the relay 
destination domain, said destination address search module searches a destination address to the 
relay destination domain in response to a request from a source communication device within the 
relay source domain, and notifies said source communication device of a relay address within the 
relay source domain that corresponds to the destination address (Cunningham: col. 7, lines 21- 
col. 9, line 42; DNS name resolution to get global address), and 

said relay control unit relays the communication data addressed to the relay address to the 
destination address in the relay destination domain (Cunningham: col. 6, lines 10-40). 
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Regarding claim 3, a communication data relay system according to claim 1 5 further comprising 
a routing control information storage module to the domain to which a communication data 
processing device for processing the communication data is connected, 

wherein said relay control unit, when controlling the relay of the communication data, 
causes said communication data processing device to process the communication data, arid relays 
the thus processed communication data (Cunningham: col. 16, lines 27-54; Fig. 1 1). 

Prior Art 

U.S. Patent No. 7,272,625 by Hannel et al teaches restricting communications (col. 47, 
lines 45-60) and 

U.S. Patent Publication No. 2001/0014912 by Segal teaches allowable senders and 
receiver lists stored in a router apparatus (page 2, para 18, 22). 

REMARKS 

Applicant has amended claim 1 to include limitations directed to processing based on 
whether permitted communication. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Benjamin R. Bruckart whose telephone number is (571) 272- 
3982. The examiner can normally be reached on 9:00-5:30PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Saleh Najjar can be reached on (571) 272-4006. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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Examiner 
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